
 

Returning Officer Privacy Notice for Election Staff 

Introduction The Returning Officer has provided this privacy notice to help you 
understand how we collect, use and protect your Personal Data which 
we hold in order to comply with our duties under The Representation 
of the People Act 1983.  
 
When reading this document please note that we use the terms 
‘Personal Data’ and ‘Personal Information’ interchangeably.  
 
The document below will describe how we may collect and process 
your personal information. 
 
The purpose of this document is to clearly acknowledge the Returning 
Officer’s responsibilities in relation to the United Kingdom General Data 
Protection Regulation (GDPR) and the Data Protection Act 2018 (DPA 
2018). 
 
Under the Representation of the People Act 1983 each Local 
Authority must by law appoint a Returning Officer. This is a personal 
appointment separate to Ipswich Borough Council with its own 
statutory functions. Returning Officers have a statutory duty to 
process certain personal data for the purpose of administration of 
elections and referendum, and as such is subject to the requirements 
of the Data Protection Act 2018 as “data controller.” 
 
Russell Williams is formally appointed as the Returning Officer for 
Ipswich Borough Council.  
 
The Data Protection Officer for the Returning Officer is Siobhan 
Martin, Head of Internal Audit.  She can be contacted at 
dataprotection@ipswich.gov.uk 
 

Definitions used in 
this Notice 

Personal Data means any information related to an identified or 
identifiable living individual- known as a ‘data subject’.  
 
An individual is regarded as identifiable if they can be identified, directly 
or indirectly, in particular by reference to an identifier such as a name, 
an identification number, location data or an online identifier such as 
an IP address or cookie identifier. Alternatively they can also be 
identified by one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of the individual.  
 
Special Personal Data previously known as ‘sensitive personal data’, 
relates to race, ethnic origin, politics, religion, trade union membership, 
genetic data, biometric data (where used to identify a person), health, 
sex life or sexual orientation. Records of personal data relating to 
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criminal convictions and offences and allegations must be treated in a 
similar way. 
 
Processing means any operation which is performed on information 
such as. collection, recording, organisation, structuring, storage, 
adaption or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or making available, alignment or 
combination, restriction, erasure or destruction. 
 
Data Controller determines the purposes and means of processing 
personal data. 
 
Data Processor is a third party who processes personal data on behalf 
of the Controller  
 
Third Party is someone / somebody who is not the Data Controller, the 
Data Processor or the Data Subject. 

Who we are and 
what do we do:  
 
 

The Returning Officer, and Electoral Services Team are responsible for 
the administration of elections and referendum in the borough of 
Ipswich. 
 
The Returning Officer regards the lawful and correct treatment of 
personal information as critical to their successful operations, 
maintaining confidence between themselves and those with whom they 
carry out business. They will ensure that they treat personal information 
correctly in accordance with the law. 

How we lawfully 
process Personal 
Data 

Your personal data is being processed under Article 6 (b) [contract] 
 
Where we process special category data, the lawful basis is Article 9 
(b) [Employment, social security and social protection] 
 
The legislation that allows us to process your data includes but is not 
limited to: 

• Local Government Act 1972. 

• Representation of the People Act 1983 

• Representation of the People Act 1985 

• Representation of the People Act 2000 

• Local Government Act 2003 

• Electoral Administration Act 2006 

• Electoral Registration and Administration Act 2013 

• Representation of the People (England and Wales) Regulations 
2001  

• The Employment Rights Act 1996 

• The National Minimum Wage Act 1998 

• The Working Time Directive, 1999 

• The Employment Relations Act 1999 

• Health and Safety at Work… Act 1974 



 
• The Equality Act 2010 

• The Public Sector Equality Duty 

• The Localism Act 2011 

How the law 
protects you: 

The UK GDPR and the DPA 2018 set out how we can lawfully use 
personal information.  Complying with the law protects individuals from 
harm and the Council will only ever process your information where we 
are legally able to. 

Our 
responsibilities 

The UK GDPR and the DPA 2018 provide us with our main 
responsibilities for processing personal data. 
 
All personal information provided by you is held securely and in 
confidence  in compliance with the UK GDPR and DPA2018. 
 
For further information on our responsibilities, please see 
https://www.ipswich.gov.uk/content/privacy-policy. 

Your rights: The UK GDPR and DPA 2018 provide you with the following rights: 
1. The right to be informed 
2. The right of access 
3. The right to rectification 
4. The right to erasure 
5. The right to restrict processing 
6. The right to data portability 
7. The right to object 
8. Rights in relation to automated decision making 
9. The right to withdraw consent 
10.The right to complain 
 
Requests in relation to your rights should be directed to the Electoral 
Services Team. A request can be made verbally but we would prefer 
for you to do so in writing, by email to  elections@ipswich.gov.uk.  
 
For further information on your rights, please see 
https://www.ipswich.gov.uk/content/privacy-policy. 
 
If you are unhappy with the way your information has been 
processed, please contact dataprotection@ipswich.gov.uk.  The 
Council will look in to your concerns for you.  If after that if you are still 
unhappy you may contact the Information Commissioner’s Office.  
Their contact details are available at www.ico.gov.uk  

Your 
responsibilities 

You are responsible for making sure you give us accurate and up to 
date information, and to let us know if any personal information we hold 
is incorrect.  
 

When do we 
collect information 
about you? 

• The information is provided by you when you applied for the job 
or submitted an interest in working for elections.  
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What information 
do we maintain? 

We will only collect and use the minimum information needed.  
 
If you become an employee, the information about you which we will 
maintain may include: 

• Name 

• Email address 

• Phone number/s 

• Address 

• Date of birth 

• National Insurance number 

• Tax details 

• Bank account details 

• Emergency contacts 

• Gender 

• Car registration and make/model 

• Evidence of being allowed to work in the UK 

• Employer details 

• Disability declaration 
 
We also hold name, address, email address and phone number/s for 
individuals making enquiries about election employment. 
 

How do we use 
your information? 

We will use your information to: 

• Recruit election staff 

• Administer their employment including delivery of training 

• Enable payment to be made to staff 

• Provision of parking etc in connection with employment 
 

We will not use your personal data for other purposes other than for 
what it was collected unless we have obtained your consent or for other 
lawful purposes (e.g. detection and prevention of fraud). 
 
Automated processing/profiling:  
 
The Returning Officer does not use your personal data in any 
automated decision-making or profiling activities. 
 

How long do we 
keep your 
information? 

We will hold your personal information in line with the Returning 
Officer’s Retention Policy as follows:  

• Employee’s information is retained for six years plus current  

• Enquirer’s information is retained for one year from the date of 
enquiry.  
 

You have the right to request that your personal information is deleted 
at any time, however whether this is possible will depend on the 
reasons why the data is processed. The Council will consider your 



 
request and comply where possible. If it is not possible, we will explain 
the reasons to you.   

Transferring your 
information 
overseas 

Currently, we do not transfer any personal information outside of the 
United Kingdom 

Data sharing We may share your personal information with: 

• Agencies for the purpose of detecting crime 

• Disclosure & Barring Service. 

• Pension providers. 

• Ipswich Borough Council departments such as payroll, ICT, 
Electoral Services 

• Contractors providing IT services.  

National Fraud 
Initiative NFI 

We may share information provided to us with other bodies responsible 
for auditing, or administering public funds, or where undertaking a 
public function, in order to prevent and detect fraud. For further 
information, see , which can be found at 
https://www.ipswich.gov.uk/content/privacy-policy. 
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